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1. Introduction

CORAS isaEU funded RTD project (IST-2000-25031) devel oping a methodology and a tool -

supported framework for model-based risk assessment targeting security critical systems. CORAS

addresses security critical systemsin general, but puts particular emphasis on IT security, which

includes all aspects related to defining, achieving, and maintaining confidentiality, integrity,

availability, non-repudiation, accountability, authenticity, and reliability of IT systems (ISO/IEC TR
13335-1:2001 — see [10]). An IT system in the sense of CORAS is not just technology, but also the
humans interacting with the technology and all relevant aspects of the surrounding organisation and
society. In what follows, we briefly describe the CORAS framework and summarize our experiences
from applying this framework for the evaluation of the security of the IP-based videoconference
service for remote follow up of asthmatic children of the ATTRACT telemedicine application. The
assessment described in this paper is the first of several trials within the CORAS-project. We refer to
[1] for an introduction to risk management and assessment.

2. A brief description of the CORAS framewor k

The CORAS framework has four main anchor-points, (1) a risk documentation framework based on

the Reference Model for Open Distributed Processing [8][10] (RM-ODP), (2) a risk management
process based on AS/NZS 4360 [2], (3) an integrated risk management and system development
process based on the Unified Process [9] (UP), (4) and a platform for tool-integration based on XML
[7]. The risk documentation framework is used both to document the target of assessment as well as to
record risk assessment results. The risk management process provides a sequencing of the risk
management process into sub-processes for context establishing, risk identification, risk assessment,
risk evaluation, and risk treatment. This paper concentrates on experience from applying the risk
management process.

One of the central ideas behind the CORAS methodology is the use of semi-formal graphical
description techniques. The descriptions are mainly expressed in the Universal Modelling Language
(UML) [11], and they are used: (1) In order to describe the relevant aspects of the target of analysis at
the right level of abstraction. Semi-formal techniques improve the precision of such descriptions,
which can improve understanding and, thus, the quality of risk assessment results. (2) As media for
communication and interaction between different groups of stakeholders involved in a risk assessment.
The use of graphical techniques is expected to speed up the assessment process since the danger of
wasting time and resources on misconceptions is reduced. (3) To document risk assessment results and
the assumptions on which these results depend, which can possibly reduce maintenance costs by
increasing the possibilities for reuse.

The CORAS risk assessment methodology is a careful integration of techniques and templates
inspired by HazOp Analysis [6], Fault Tree Analysis (FTA) [5], Failure Mode and Effect Criticality
Analysis (FMECA) [4], Markov Analysis [1][12] as well as CRAMM [3].

3. Thetelemedicine application ATTRACT and experiences from its assessment
In this section, the assessment of the ATTRACT application, which is the first trial of the CORAS-
project, is described. The general idea of having trials during the development phases of CORAS and



not after the framework is completed is, mainly, to offer the opportunity to the CORAS developersto

reconsider and adjust progressively parts of it, taking into account the experiences of each of thetrials.
The description of the assessment follows the risk management process. The process is divided

into five sub-process which, again, comprise a number of activities:

Sub-process 1: |dentify Context.

e Activity 1.1: Identify areas of concern. The target of the first telemedicine trial held in Crete
was the tele-consultation telemedicine application ATTRACT. The ATTRACT application is used
for follow-up examination of asthmatic children in Heraklion, Crete, in Greece. It involves one
paediatric specialist at the hospital and doctors from other primary health care centres or district
hospitals. The aims of the first risk assessment session were the following: (1) To experiment with
as many aspects of the CORAS framework as time allowed providing feedback for improvements
to the framework and offering an overall evaluation of the CORAS framework to partnersthat are
involved in its development. (2) To involve the medical professionals (University of Crete) in the
risk management/assessment process in order to have their views and experiences as an inval uable
input to the process as well as to educate them in security related aspects of the telemedicine
applicationsthey use in their daily practice. (3) To provide to the platform developers (University
of Crete and FORTH) with arisk assessment report concerning the identified threats to their
systems, their causes and consequences along with an evaluation of their severity. The scenario we
chose to model and assess is described in the below UML sequence diagram. In relation to the use
of models, we would like to comment that during the risk analysis session, a special type of
diagrams prescribed by CORAS, the context use case diagram helped the risk analysis team to
discover and correct some misconceptions about the scenario with the help of the medical expert
present at the session. We believe that the use of models constructed using a well-defined graphical
language, in general may help towards this direction asit helps both the risk analysis experts and
the stakeholders to see the description of only the essentials of the target scenario without any
distractions stemming from different views or experiences about the system.
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o Activity 1.2: Identify and value assets. The asset identification and eval uation was conducted by
means of the CRAMM method and the construction of avariety of UML-based models of the
ATTRACT application scenario. This method seemed rather difficult to apply, however, dueto a
large number of cases that the method requires to be examined by the analyst.

o Activity 1.3: Identify security reguirements. The most important security requirements were
identified and discussed with the doctors. Briefly, the identified requirements for the chosen
scenario were availability, integrity and confidentiality and non-repudiation.

Sub-process 2: 1dentify Risks.
o Activity 2.1: Identify hazards/threats to assets. The HazOp method was applied in order to
identify possible threats for each of the identified assets. In general, the medical professionals
found HazOp easy to understand and participate in. Most of the identified threats were already
known to them but some new threats were also brought to the their attention during the process. In
al, HazOp was useful to carry out, at least as a means to document the threats of the target system.
e Activity 2.2: Identify vulnerabilities of assets. Results from identification of vulnerabilities
were not obtained, as CORAS was not sufficiently developed yet to include such capability.

Sub-process 3: Analyse Risks.
¢ Activity 3.1: Consequence/impact evaluation. FTA was applied in order to analyze the least
understandable of the threats identified by the HazOp. One of the advantages of FTA, observed and
remarked by all participantsin the trial, stems from the fact that the way it is structured (visually)
hel ps the risk assessment experts to communicate and explain the threats to non-experts (like
doctors) and, likewise, helps non-experts understand the causes of threats and the cause
combinations that lead to the appearance of the threats. The FTA trees built during the risk analysis
session also hel ped the network and system experts that participated to structure their view of the
causes of the different threats. In order to conduct a more detailed analysis of some of the identified
risks, FMEA (avariant of FMECA) was performed. FMEA was very time-consuming, but it gave
the opportunity for uncovering many interesting details about the analyzed threats. For these
reasonsit is used only for the most security-critical parts of a system and it seemsto require the
participation of the experts on the specific aspect that is being analyzed.
o Activity 3.2: Evaluate likelihood of occurrence. An important step towards the end of the risk
assessment session is the assignment of likelihoods and consequences severity to the identified
threats. It should be noted that the likelihoods given to the threats were based, to some extent, on
the past experience of the participating developers and users of the application.

Sub-process 4: Risk Evaluation.
o Activity 4.1: Determine level of risk. Having determined the consequences/impact and the
likelihoods of the identified threats to assets, the next step is to determine how risky isthe use of
the target system according to the conducted risk analysis. Thisis accomplished by defining a
matrix such as the one shown on the next page. This matrix has as rows the levels of consequence
in increasing severity while as columnsiit has the likelihoods, ordered from left to right in
increasing frequency. Each (consequence,likelihood) combination is then assigned a risk (“danger”)
level that is depicted using a scale of grey levels: the whiter corresponding to low risk and the
darkest to extreme. It should be remarked that the opinions of the involved stakeholders may vary
as to which risk level should be assigned to eeaiis¢quence,likelihood) combination due to their
different interests in the system as well as their different experiences from its use.




Likelihood
Consequence | Rare Unlikely Possible Likely Almost
certain

Insignificant Low Low Low Moderate High
Minor Low Low Moderate High High
Moderate Moderate | Moderate High High Extreme
Major High High Extreme Extreme Extreme
Catastrophic Extreme Extreme Extreme Extreme Extreme

Therest of Sub-process 4, which is concerned with prioritising the risks, and the whole of Sub-process
5, which is concerned with treatment of risks, where not conducted due to time constraints. However,
the activities omitted during this risk assessment will be performed in a second risk assessment round
that will continue at the point that the performed risk assessment stopped.

4. Conclusions

The application of the CORAS framework was an interesting and educating experience for the people
who took part in it and provided a useful feedback to the ongoing development of the CORAS
framework. The medical experts appreciated the fact that the threats they already knew were organized
and classified according to their severity. The technical people, who developed the application aong
with the medical experts, found the CORAS methods very useful for the detection and correction of
the various problems, especially FTA for its structure and FMEA for its detail. An important
characteristic of risk assessmentsis the involvement of stakeholders with different backgrounds and,
thus, communication between the different stakeholders was always a critical issue. In particular, the
trial highlighted the need for methodology and guidelines for how to reach a consensus among the
involved stakeholders. Two more trials within telemedicine are planned (in addition to three e-
commerce trials).
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